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ABSTRACT

As big data was built due to the 4th Industrial Revolution, personalized services increased rapidly. As a result, the amount
of personal information collected from online services has increased, and concerns about users’ personal information leakage and
privacy infringement have increased. Online service providers provide privacy policies to address concerns about privacy infringement
of users, but privacy policies are often misused due to the long and complex problem that it is difficult for users to directly identify
risk items. Therefore, there is a need for a method that can automatically check whether the privacy policy is safe. However,
the safety verification technique of the conventional blacklist and machine learning-based privacy policy has a problem that is
difficult to expand or has low accessibility. In this paper, to solve the problem, we propose a safety verification technique for
the privacy policy using the GPT-3.5 API, which is a generative artificial intelligence. Classification work can be performed even
in a new environment, and it shows the possibility that the general public without expertise can easily inspect the privacy policy.
In the experiment, how accurately the blacklist-based privacy policy and the GPT-based privacy policy classify safe and unsafe
sentences and the time spent on classification was measured. According to the experimental results, the proposed technique showed
10.34% higher accuracy on average than the conventional blacklist-based sentence safety verification technique.
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Table 1. Features and limitations of related research

Related L.
Feature Limitation
Research
¢ Proposed PPChecker, the first technique to ¢ Uncheckable for long and
Le Yu automatically identify problems that may arise in complex sentences
Android application privacy policies. * Detection rate decreases
(10J e Using pattern comparison and three types of blacklist when a new type of
to examine privacy policies. problem occurs
¢ Propose CLAUDETTE, a machine learning-based tool ¢ Using a limited dataset
Marco that automatically detects provisions that contain can reduce the accuracy
Lippi potential risks of classification if there
(7) ¢ SVM-HMM is used and potential malicious clauses can are previously unfair
be detected by labeling the dataset items
¢ Propose a generative Al-based policy classification ¢ High-quality datasets are
B algorithm to accurately determine the field of policy required to fine-tune
described by the sentence classification models
(8] ¢ Using BERT, a generative Al, accurately and efficiently | * Model building is
judges policy areas expensive
* Propose PermPress, an automated machine
learning-based pipeline for evaluating whether privacy * Generating annotations of
Rahman policies in mobile applications are consistent with risky datasets manually,
(9) permissions. building more datasets to
¢ Create your own application policy dataset that maps train models is expensive
all risky privileges to privacy policies.
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Table 2. Examples of safe privacy policy
sentences and unsafe privacy policy sentences

The company immediately re-
Safe . .
sentence moves the personal 1pformat10n
collected after the service ends.
The company immediately re-
moves the personal information
collected after the service ends
Safe without consent.
sentence - - -
generated After the service is terminated,
by GPT the company may own personal
information for a certain period
of time according to laws and
regulations.
The company may permanently
Unsafe own the personal information
sentence collected after the end of the
service.
The company can safely and per-
manently own the personal in-
Unsafe formation collected after the end
sentence | of the service.
generated | The company will immediately
by GPT | remove some personal in-
formation collected after the end
of the service.
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Table 3. Accuracy of proposed and blacklist-based validation technique for verifying balanced and

unbalanced data

Accuracy (%) Fl-score Precision Recall
Method
BD UD BD UuD BD UD BD UD
Blacklist-based
validation 68.9 68.8 0.568 0.664 0.409 0.617 0.931 0.719
technique
GPT-based
validation 88.7 76.1 0.873 0.688 0.779 0.527 0.994 0.989
technique
BD: Balanced Data, UD: Unbalanced Data
o] Agtx, AYUE AFE 123 Fl-scored: A% 71E A”bEr. AR A g2, A<}
ehdict, o]l Ale] 546l Agle] Altshe 71H + GPT 7|vt &4 <A A5 7192 e &9
o] EE|~E 7uF 4 A A 71HE R Y~ 7k A A AF e} HaHoR
T Ee s 2o Alkle GPT 7 w4 10.34% =& A% AY=E Hodoh 53] FH9
A AZ 71 AW 88.7%9 T2 AHIEE e o Ea =R L ) o3 - e i L= B P
oo E2 APES fAEITh 53] A/l Eof fl= 52 A3 X3ARE, Al”bsle 714
71WE ¥ dlolEel s EsE NE £4 - AR IR AR £kl disiAE Al
HdA A% 7rc} oF 53.87% =& Fl-score o & Agrr FFT 4 sivke olAe] ol
5 vehS E]ldc o} w3k, GPTE o]&sl MIA R Aele] xiA
AE Azlel] wzdl A nE AY 24 & = Asgoms A tiekglt Kol dig A5S
dejxE sk 23 PAA QS 7 E AQkele GPTE &3l +a3 5 ke 7S5 Bt
719l #& Ass Holoh el AHIAE A=y Al Azle] wp2w A<kl 7HS AdHes
A& AZ3ted dele Ate] AR Aljbsle= S x~E 7E w2 A RS ETE
7ol F& FAR FAENLH, ol £ AT A s FPHAT, HA 72.66%2 EA o2 g
A |tk GPT API= ¢F 1,750 7He] Fhejv] 55 Holth AFsted dels A SkeS F
HE SFE A (11), A AMg s Aol 71 dlml HF 46.85% HER A =9
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